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“If you watch a glacier from a distance, and see the big rocks fallings into the sea, and the way the 
ice moves, and so forth, it is not really essential to remember that it is made out of little hexagonal 
ice crystals. Yet if understood well enough the motion of the glacier is in fact a consequence of the 
character of the hexagonal ice crystals. But it takes quite a while to understand all the behaviour of 
the glacier (in fact nobody knows enough about ice yet, no matter how much they’ve studied crys-
tal). However, the hope is that if we do understand the ice crystal we shall ultimately understand the 
glacier.”  

R. Feynman, “The Character of Physical Law”

INTRODUCTION

Reliability Theory, since it’s beginning in 1950’s, 
has been based on mathematical theorem rath-
er then on scientifi c theories. Massive attempts 
where made to further applications of the existing 
mathematical and statistical methods and analy-
sis without attempts for understanding “failure 
mechanics”. Then, in 1980s, practicing reliability 
engineers and analysts, who have neither ability 
to understand the mathematics, turned to what 
they have had, which is enormous practical expe-
rience of the observed failure modes of existing 
systems. Thus, a large number of “practical reli-
ability methods” have been developed and used, 
all of which were based on the Failure Mode, 
Effect and Criticality Analysis, FMECA, but still 
without any attempt to understand and address 
physical mechanisms that generate failures. Con-
sequently, during the last 50 years the Reliability 
Theory made very little progress, a part from a 
few exceptions (one should put some references 
here), in the direction of becoming the science, 
in terms of making accurate predictions that 
could be confi rmed with practical observations. 
The reason is very simple; neither statistics, 
which does not study causes of statistical be-
haviour, nor engineers whose “applied meth-
ods” were focused on meeting contractual and 
legal requirements, by doing FMECA to “prove” 
Mean Time Between Failures, MTBF, were able 
to provide a fertile ground for the development of 
reliability. 

To illustrate the above statement the fundamen-
tal expression for reliability will be used. It is gen-
erally accepted that reliability is the probability 
that a system will operate without failure during 
a stated period of time, which is mathematically 
represented by the following expression:

(1)

where: TTF is a random variable known as the 
Time To Failure and R(t) is the reliability function.  

However, today there are two distinguished ap-
proaches to calculation of the probability defi ned 
by the above equation. They are:
Approach 1, where calculation of the probabil-
ity of a successful operation with internal of time 
from 0 to t is based on the following expression:

(2)

where nfm is a total number of competing failure 
mechanisms that can generate a failure event. It 
is necessary to stress that a probability distribu-
tions that defi ne individual  failure mechanisms 
are exclusively determined by the physical pro-
cesses that generate them, like fracture, single 
event upset, electrostatic discharge, fatigue, 
creep, wear, radiation, hot electron,  embrittle-
ment, depolymerisation, charge trapping in ox-
ides, glass transition and many others.

Approach 2, well established within western de-
fence aerospace, oil and other industries, for all 
reliability predictions, risk and safety as

167* MIRCE Akademy, Woodbury park, Exeter, United Kingdom; jk@mirceakademy.com



Journal of Applied Engineering Science  10(2012)3  

sessments, conformances, contracting and simi-
lar activities, where the probability of operation 
without failure during a given interval of time t is 
defi ned by the following expression:

(3)

where:     is the failure rate of each failure mech-
anisms that can generate a failure even.  

Both expressions for reliability function clearly 
demonstrate that the system reliability follows 
the laws of probability. However, the expres-
sion 2 allows the probability laws to be driven by 
physical processes and mechanisms that take 
place in the system or result from the interac-
tion of a system with natural and human environ-
ment, whereas the expression 3 has one, and 
only one, predetermined future, irrespective of 
physical properties of systems, their operational 
conditions, maintenance policies and support 
strategies. In fact the second approach com-
pletely ignores existence of corrosion, fatigue, 
creep and many others, scientifi cally observed 
and well understood mechanisms, which have 
time-dependent failure mechanisms. To make 
the distinction between these two approaches to 
reliability the former will be called the scientifi c 
approach and the latter the administrative approach.

Consequently, the main objective of this paper is 
to argue that the scientifi c approach to reliability 
is the only way forward for all members of the 
reliability community who wish to make accurate 
predictions that will be confi rmed during the op-
erational processes of the future systems.  Only 
then, accurate and meaningful reliability predic-
tions become possible, which is imperative for 
the development of Risk-Based Technology and 
its successful applications.  

SCIENTIFIC APPROACH TO RELIABILITY

Mathematically, reliability is defi ned as a proba-
bility that a system will maintain a required func-
tion during a stated period of time (see equations 
1, 2 and 3). However, as a probability cannot 
be seen or measured directly, engineers and 
managers, have fundamental diffi culty in under-
standing and interpreting statistical and probabil-
ity functions associated with their systems. This 
is because physical characteristics of a system 
like the weight, temperature, volume and similar 

have a clear and measurable meaning. Howev-
er, the concepts of probability, and hence reli-
ability, is an abstract property of a system that 
obtains a physical meaning only when behav-
iour of a large sample of systems is considered. 
Hence, understanding of reliability is reduced to 
the scientifi c observation and analysis of system 
failures, which are observable and measurable 
physical phenomena. 

According to the Mirce Mechanics, system fail-
ures are events that cause transition of a system 
from positive to negative functionability state [1] 
due to some of the following reasons, or combi-
nations of them:

Built-in design errors (incorrect selection of 
materials, stresses shapes, etc)
Production problems (human errors, material 
and process defi ciencies)
Irreversible changes in the condition of 
components with time due to wear, fatigue, 
creep, corrosion, and similar degradation 
processes
Imposition of external overstress mecha-
nisms resulting from collisions, harsh land-
ings, extreme weather conditions, etc
Human errors in execution of maintenance 
tasks
Human errors in execution of in-service sup-
port tasks

At the MIRCE Akademy a large number of failure 
events and associated phenomena have been 
observed and analysed to understand the physical 
mechanisms that generate occurrences of failures.  

Consequently, systematic studies are applied to 
understand phenomena that cause thermal ag-
ing, thermal buckling, photo-chemical degrada-
tion, reduction in dielectric strength, evaporation, 
metal fatigue, actinic degradation, photo-oxida-
tion, swelling/ shrinking, degradation of optical 
qualities, fogging, photochemical decomposi-
tion of paint, blistering, warping, thermal stress, 
breakdown of lubrication fi lm, increased struc-
tural loads, shift in the centre of gravity, jammed 
control surfaces, attenuation of energy, clutter 
echoes, blocking of air intakes, decreased lift 
and increased drag, unequal loading, removal 
of coating protection, pitting, roughening of the 
surface, acid reactions, leakage currents, pro-
motion of mould growth, reduction of heat trans-
fer, caking and drying, premature cracking, hot 
spots creation, erosion, bleaching preservatives, 
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abrasive wear, corrosion, alkaline reactions and 
similar. 

For years, research studies, international con-
ferences, summer schools and other events 
have been organised in order to understand just 
a physical scale at which failure phenomena 
should be studied and understood. In order to 
understand the motion of failure events it is nec-
essary to understand the physical mechanisms 
that cause the motion. That represented a real 
challenge, as the answers to the question “what 
are physical and chemical processes that lead to 
the occurrence of failure events” have to be pro-
vided. Without accurate answers to those ques-
tions the prediction of their future occurrences 
is not possible, and without ability to predict the 
future, the use of the word science becomes in-
appropriate.

After a numerous discussions, studies and trials, 
it has been concluded that any serious studies 
in this direction, from Mirce Mechanics point of 
view, have to be based between the following 
two boundaries:

the “bottom end” of the physical world, which 
is at the level of the atoms and molecules that 
exists in the region of 10-10 of a metre [03],
the “top end” of the physical world, which is at 
the level of the solar system that stretches in the 
physical scale around 10+10 of a metre. [04] 

This range is the minimum suffi cient “physical 
scale” which enables scientifi c understanding of 
relationships between system operational pro-
cesses and system operational events. In other 
words, this is the physical range within which, the 
system operational processes mentioned above 
(fatigue, the wind direction change, suncups for-
mation on the blue ice runway, bird strike, per-
ished rubber, carburettor icing) take place and as 
such they could be understood and predicted.

THE BOTTOM END: ATOMIC SYSTEM 

All matter in the Universe is made of elementary 
building blocks called atoms. Complex interac-
tions between atoms govern existence of larger 
building blocks. [2] For example two or more at-
oms form molecules, ranging from simple oxy-
gen molecules to large polymers and other mac-
romolecules. Besides this way of building the 
matter, atoms can arrange in periodic structures 
called crystals. Examples of crystals are numer-
ous, from the rock salt (crystal of Na and Cl), 
over diamond (made of C atoms) and crystal of 

•

•

Iron to recently synthesized crystals in the fi eld 
of Nanotechnology, to mention just nanotubes 
and graphene – the miracle materials with large 
promise for the future applications. While the 
average size of atoms is 10-10 m crystals can 
grow to macroscopic dimensions of the order of 
a meter, making objects like airplane wings, car 
bodies etc. The very atomistic nature of these 
objects governs their mechanical, electronic, 
thermal and other physical properties, which 
are of interest for Mirce Mechanics. Addition-
ally material defects, fatigue and other features, 
which can in the fi nal instance, lead to the fail-
ure of material and fi nally a cancellation of fl ight 
or even a disaster, are originated at the atomic 
level. Quantum mechanics, a physical theory 
developed in 1920s, in exact way describes the 
matter at the atomic scale. This theory has the 
power to predict the evolution of material under 
stress, corrosion or other environmental infl u-
ences, which complements Mirce Mechanics, 
giving meaningful values to the missing param-
eters of the theory.

THE TOP END: SOLAR SYSTEM 

The Solar System may seem enormous, looking 
from the human perspective, but it is only a very 
small corner of the Universe.  However, the en-
tire solar system contains only eight planets that 
move in elliptic paths around the Sun. All of them 
are lit by the Sun and do not produce their own 
light. The distance between the Earth and the 
Sun is 150 million kilometres; hence the number 
for the top end of 1010. Thanks to its thermo-
nuclear reactions which last for 5 billion years, 
the Sun irradiates enormous energy each sec-
ond in the form of electromagnetic and other ra-
diations, out of which only ~1/109 fraction reach 
the Earth. Owing to them rivers fl ow, winds blow, 
forest rustle and the human race fl ourish.) About 
a half of that energy (0.8x1017 watts) reaches 
the terrestrial surface, which is 5x1014 square 
metres, making the average power of the solar 
radiation at ground level is 160 watts/m2. The 
99.9 % of it is absorbed by the soil, and goes into 
the evaporation of water, causing winds, thun-
derstorms, and all that we loosely call weather. 
Thus, only 0.1 per cent of the radiant energy 
of the Sun (around 1014 watts) is captured by 
plants through photosynthesis of organic sub-
stances from carbon dioxide and water. This en-
ergy supports all the living things on Earth, from 
bacteria to animals and human. 
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From system reliability point of view, the solar 
system is signifi cant in the respect to the “mak-
ing” of the weather, which is the day-to-day con-
dition of the atmosphere. It is one of the main 
drivers of system reliability, as it is “responsible” 
for the: 

temperature and pressure of the air, 
wind speeds and directions, 
moisture in the air, precipitated as rain, snow, 
hail, sleet, dew or frost.

All air contains moisture in the form of water va-
pour, which is water in gaseous form.  As warm 
air can hold more water vapour than cold air, 
when it is cooled its capacity to hold water va-
pour decreases, and fi nally the air is completely 
saturated, having a relative humidity of 100 per 
cent, known as dew point. Further cooling be-
yond dew point leads to water vapour condens-
ing around nuclei, such as specks of dust or salt, 
to form water droplets or, in cold air, minute ice 
crystals.  Large quantities of condensed water 
vapour form clouds, by which water is continual-
ly conveyed from the oceans to the land, where 
it is released from the air as precipitation.  This 
provides the land with the fresh water needed 
by animal and plant life.  Finally, the water com-
pletes the cycle by returning to the oceans.

AN EXAMPLE: IMPACT OF COSMIC RAYS 
ON AVIONICS RELIABILITY

In order to illustrate the necessity for the physi-
cal scale of studies of reliability phenomena pro-
posed in this paper to be from 10-10 to 10+10 of 
a metre, the impact of cosmic rays on reliability 
of avionics will be presented here. It has been 
concern for avionics, since the late 1980’s when 
the primary radiation phenomenon, which had 
previously been observed in orbiting satellites 
only, also began to appear in aircraft electronic 
systems (Put some references here). The inter-
action of this radiation with avionics can result in 
occurrence of Single Event Effect, SEE, which 
can be manifested as a transient ‘soft error’ ef-
fect such as a bit fl ip in memory or a voltage 
transient in logic. Alternatively, a ‘hard error’ can 
be induced resulting in permanent damage such 
as the burn out of a transistor. Due to the rapid 
advances in electronics technology and the un-
relenting demand for increased avionics func-
tionality in the competitive commercial aircraft 
industry, the complexity of avionics systems has 
risen exponentially. If device memory cells used 

•
•
•

for fl ight safety or mission critical functions are af-
fected the concern is that the loss of key system 
functionality due to corrupted data could cause a 
fl ight safety or mission critical failure. Baumann 
in [3] stated that: “Left unchallenged, SEEs have 
the potential for inducing the highest failure rate 
of all other reliability mechanisms combined”. 

Advanced microprocessor and memory semi-
conductor devices used in modern avionics ex-
hibit an increased susceptibility to SEEs caused 
by ionising radiation from the following two main 
sources: 

Cosmic rays from space (10+10 of a metre 
and beyond) that are individual energetic 
particles that originate from a variety of en-
ergetic sources ranging from our Sun to su-
pernovas and other phenomena in distant 
galaxies all the way out to the edge of the 
visible universe. Although the term cosmic 
ray is commonly used, this term is mislead-
ing because no cohesive ray actually ex-
ists. The majority of cosmic rays consist of 
the nuclei of atoms (atoms stripped of their 
outer electrons) ranging from the lightest to 
the heaviest chemical elements.  In terms 
of composition about 90% of the nuclei are 
hydrogen, therefore just single protons, 9% 
are helium, alpha particles with the remain-
ing 1% a mix of heavier element nuclei, high 
energy electrons, positrons and other sub-
atomic particles. Within the atmosphere the 
three most important parameters used to 
defi ne the variability of the particle fl ux at a 
specifi c location are: altitude, latitude and 
energy. Within the fi eld of cosmic ray phys-
ics altitude is expressed in terms of atmo-
spheric depth, which is the mass thickness 
per unit of area in the Earth’s atmosphere.  
Cosmic rays can be broadly divided into two 
main categories, primary cosmic rays and 
secondary cosmic rays. Primary cosmic rays 
are particles accelerated at astrophysical 
sources and generally do not penetrate the 
Earth’s atmosphere. Secondary cosmic rays 
are created when primary cosmic rays col-
lide with oxygen and nitrogen nuclei in the 
atmosphere and break into lighter nuclei in a 
process known as cosmic ray spallation.  
Alpha particles from radioactive impurities 
in the materials of which device are made 
(10-10 of a metre and below). They are dou-
bly ionised helium atom consisting of two 

•

•
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neutrons and two protons that can also be 
described as a helium atom that has been 
stripped of its electrons. When an alpha par-
ticle travels through a material it will lose ki-
netic energy primarily through interactions 
with the materials electrons, leaving a trail of 
atoms with “kicked out” orbital valence elec-
trons. This process is called ionisation and 
it can be described as the physical mecha-
nism that converts an atom or molecule, into 
a positively or negatively charged state by 
either adding or removing charged particles.  
The resulting atom is then referred to as an 
ion, or more specifi cally a cation if positively 
charged or an anion if negatively charged. 
The issue of alpha particle generating source 

contaminates fi rst arose in the late 1970s 
when Intel discovered high soft error rates in 
new DRAMs when the integration density in-
creased from 16K to 64K.  The problem was 
traced to a semi-conductor packaging plant 
that had just been built downstream from 
an abandoned uranium mine. The ceramic 
packages were being contaminated by radio-
active contaminants in the water. Low energy 
alpha particles are emitted from the decay of 
trace radioactive materials in semi-conductor 
device and packing materials.  

The relationship between the radiation particles 
and the failure mechanisms of the single events 
upsets is shown in the Table below [04]:

Radiation Type Radiation Source Method of Charge 
Deposition  

Failure 
Mechanism

Thermal neutrons Secondary cosmic 
ray neutrons Indirect Ionisation

Interaction between thermal 
neutrons and materials containing 

the Boron-10 isotope creates 
secondary ionising particles.

Low energy alpha 
particles

Radioactive decay 
of uranium and 

thorium impurities 
located within the 
device materials.

Direct Ionisation 4 to 9 MeV alpha particle, creating an 
electron hole funnel.

High energy 
neutrons 

( 10 MeV - 1 GeV )

Secondary cosmic 
ray neutrons Indirect Ionisation High energy neutron collisions with 

silicon nuclei.

Table 1:  Summary of Failure Mechanisms

As the reliance on avionics systems within air-
craft increases so do concerns regarding the re-
liability of these systems, particularly for those 
systems, which are considered safety critical.  
Hence, to take the appropriate mitigating actions 
and enable decisions to be made at the design 
stage a method need to be devised that will fa-
cilitate the calculation of soft errors rates due not 
only to quiescent conditions, but also to take into 
account more exceptional solar infl uenced events.

The research currently undertaken within the 
MIRCE Akademy has two main objectives: 

the development of an SEE functionability 
prediction model 
the use of the model to investigate the infl u-
ence of space weather, fl ight route and a mul-
titude of other aircraft and system design fac-
tors on the resultant shape of the distribution 
of SEE initiated failure events throught time. 

•

•

The main areas of research are: the investiga-
tion on the infl uence of the aircraft structure on 
the internal neutron fl ux spectra at specifi c inside 
locations of the architectures of future commer-
cial aircraft and the evaluation of the methods 
and techniques used by the electronics industry 
today to assess their suitability for the inclusion 
into the SEE functionability prediction model.  

A plethora of device and circuit level simulation 
methods exist together with a range of empiri-
cal techniques exist that could be used at vari-
ous indentures levels. The integration of these 
methods into an SEE functionability model may 
lead to an improved understanding of SEE fault 
propagation mechanisms resulting in a more ac-
curate prediction of failure events at system lev-
el. The fi nal goal is the creation of an innovative 
SEE functionability prediction model that 
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will enable the future behaviour of an avionics 
system to be predicted for a whole host of differ-
ent external parameters such as the extremes of 
space weather or different fl ight routes.  

Furthermore the model should allow system de-
signers the fl exibility to examine the full range of 
system design options such as device selection, 
system confi guration and SEE reduction solu-
tions to allow early functionability improving de-
sign decisions to be made, with least investment 
in time and resources.

CONCLUSION AND RECOMMENDATION

The main objective of this paper was to present 
the authors approach to Reliability, one that is 
based on the laws of science. I do not believe 
in the existence of parallel universes where the 
laws are either ignored or bent to accommodate 
administrative or contractual requirements. A 
prime example of the later is the well accepted 
model of system reliability that requires the ac-
ceptance of “alternative universes” to support the 
argument that the components and consequently 
systems possess a constant, time independent, 
failure rate, as described by the equation 2. This 
approach stems from neither science nor obser-
vation, but from imaginary steps envisaged in 
the minds of its proponents who allowed all laws 
of science to be suspended. However, this view 
is in direct opposition to the observed function-
ability phenomena like corrosion, fatigue, creep, 
wear, quality problems and many other time de-
pendent physical processes that clearly demon-
strated that the components/system reliability for 
a stated period of time could have increasing, 
constant and decreasing probability of success 
in respect to the stage of the life of a system, 
consisting components and maintenance poli-
cies applied, as the science based approach ca-
ters for through the reliability function defi ned by 
the equation 1. 

Finally, it is essential to distinguish the scientifi c 
approach to the formulation and modelling of the 
motion of reliability through the life of a system, 
contained in Mirce Mechanics and presented in 
this paper, from administrative approach that is 
based on reliability models of systems that are 
created to demonstrate the contractual compli-
ance of the legally binding acquisition processes, 
in western defence and aerospace industries. 

As science is the proved model of reality that 
is confi rmed through observation, the summary 
recommendation of this paper to reliability profes-
sionals is to move from the universe in which the 
laws of science are suspended to the universe 
that is based on the laws of science in order for 
their predictions to become future realities.

It is encouraging to know that Rolls Royce reli-
ability department in Darby, England, routinely 
recognises over 50 different failure mechanisms 
in reliability modelling of their jet engines.
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